
  

Agreement pursuant to Art. 28 GDPR for the processing of personal data 
  

between 

_______________________________ 

_______________________________ 

_______________________________ 

- Controller - 

  

and 

branchbob GmbH 

Böckstraße 21 

68159 Mannheim, Germany 

- Processor - 

  

for contract data processing within the meaning of Art. 28(3) of the General Data Protection 
Regulation (“GDPR”). 

  

1. Preamble 

 The Processor provisions the e-commerce platform branchbob for the Controller on the basis 
of an existing contractual relationship (the “Primary Agreement”). Within this context, the 
Processor processes personal data for which the Controller is responsible within the meaning 
of the GDPR and/or other applicable data protection laws and regulations. 

 The intent of the instant contract data processing agreement (hereinafter referred to as the 
“Agreement”) is to specifically define the data protection obligations associated with such 
processing. This Agreement is intended to become an annex to, and integral part of, the 
Primary Agreement. 

2. Scope of the engagement 

 
2.1 The provisions of this Agreement apply in all cases in which the Processor is granted access 

to personal data within the scope of providing services under the Primary Agreement 
(hereinafter referred to as “data”) for which the Controller is responsible within the meaning of 
data protection laws and regulations. In such cases, the Processor is processing data on 
behalf of and according to the instruction of the Controller within the meaning of Art. 28 GDPR 
(contract data processing). Within this context, the Controller remains responsible for personal 
data pursuant to data protection laws and regulations. Accordingly, the Controller is 
responsible for compliance with all data protection laws and regulations, in particular those of 
the GDPR, as well as ensuring that the rights of data subjects in connection with personal 
data are complied with. 

2.2 The Processor processes data in the manner, scope and for the purpose as described below: 

 



Types of data Nature and purpose of data processing  Categories of data 
subjects 

Customer data (last name, first 
name, invoice address, delivery 
address, telephone number, 
email address, payment 
information) 

- Processing orders via the web store 
- Customer identification (customer login) 
- Customer communication 

Web store customers 

 

    The duration of processing corresponds to the term of the Primary Agreement. 

2.3 The Processor is free to anonymize or aggregate the data so that it is no longer possible to 
identify individual data subjects and to use such data for purposes of needs-oriented design, 
enhancement and optimization as well as the provision of services agreed pursuant to the 
Primary Agreement. The parties are in agreement that data that has been anonymized or 
aggregated as described above no longer comprises personal data within the meaning this 
Agreement. 

2.4 Data will be processed by the Processor fundamentally within the European Union (“EU”) or in 
another state party to the Agreement on the European Economic Area (“EEA”). The Processor 
is likewise permitted to process data from the Controller outside of the EEA subject to 
compliance with the provisions of this Agreement if it notifies the Controller of the respective 
location of such data processing in advance and either satisfies the requirements of Art. 44–
48 GDPR or an exception applies under Art. 49 GDPR. 
 

 
3. Controller’s right of instruction 

 
3.1 The Processor processes data in accordance with instructions from the Controller provided 

that the Processor is not legally obligated to perform processing in a different manner. In the 
latter case, the Processor will inform the Controller of the respective legal requirements prior 
to processing provided that the law at issue does not prohibit such notification on grounds of a 
prevailing public interest. 

3.2 Instructions by the Controller are fundamentally specified and documented in an exclusive 
manner in this Agreement. Specific instructions that vary from the provisions of this 
Agreement or that impose additional requirements require the advance consent of the 
Processor and are to be made using the amendment process set out in this Agreement. This 
requires the instructions to be documented and arrangements to be made by the Controller to 
address any additional costs incurred by the Processor in connection with the addition of such 
instructions. 

3.3 The Controller is required to ensure that instructions are as clear and understandable as 
possible. However, instructions may not infringe the laws of the EU or its member states. If the 
Processor believes that an instruction is unclear, it must notify the Controller in writing or by 
email without undue delay and request clarification. If the Processor believes that an 
instruction from the Controller violates this Agreement or applicable data protection laws, it is 
entitled to suspend compliance with the instruction following notification to such an effect (e.g. 
by email or ticket system) to the Controller until it receives confirmation from the Controller. 
The parties are in agreement that the Controller bears sole responsibility for processing data 
in accordance with the instructions. 

3.4 The Controller designates the following person as having authority to issue instructions in 
relation to the Processor: 

Last name/first name Köhler, Marc 
Phone: + 49 62143736896 
Email: support@branchbob.com 

  
The Controller is authorized to replace the person with instructing authority or their substitute 
at any time. However, any changes must be communicated to the Processor in advance in 
writing. 



4. Responsibilities of the Controller 

 
4.1 As between the parties, the Controller is solely responsible for the lawfulness of data 

processing and ensuring observance of the rights of data subjects. Should third parties assert 
claims against the Processor related to the processing of data under this Agreement, the 
Controller will indemnify the Processor against all such claims on first demand. 

4.2 The Controller is responsible for providing data to the Processor on a timely basis in order to 
perform under the Primary Agreement and is responsible for the quality of Controller-provided 
data. The Controller must inform the Processor immediately and comprehensively should it 
discover errors or irregularities concerning data protection laws and regulations or its 
instructions when auditing the Processor’s work. 

4.3 Upon request, the Controller will provide the Processor the information described in Art. 30(2) 
GDPR provided that the Processor does not already have such information available. 

4.4 If the Processor is obliged to provide information on the processing of data from the Controller 
to a government agency or other person, or to cooperate with such bodies in some other way, 
the Controller is obliged, on first request, to support the Processor in providing such 
information and/or satisfying other obligations to cooperate. 
 

 
5. Staffing requirements 

In order to satisfy its obligations, the Processor will only use persons who have agreed to 
maintain confidentiality or who are subject to appropriate statutory confidentiality obligations. 

 

6. Security of processing (technical and organizational measures) 

 
6.1 Pursuant to Art. 32 GDPR, the Processor will implement appropriate technical and 

organizational measures to ensure a level of security for data from the Controller appropriate 
to the risk, taking into account the state of the art, the costs of implementation and the nature, 
scope, context and purposes of processing as well as the risk of varying likelihood and 
severity for the rights and freedoms of natural persons. 

6.2 The current technical and organizational measures are described in Annex 1 to this 
Agreement. 

6.3 The Processor is permitted to change or update technical and organizational measures during 
the term of this Agreement provided that they continue to satisfy applicable legal 
requirements. 

 
 

7. Use of sub-contractors 

 
7.1 The Controller grants the Processor general authority to engage sub-contractors and sub-

processors. The Processor currently uses the sub-contractors listed in Annex 2. For purposes 
of this Agreement, sub-contractors include only those parties who provide services that 
directly relate to the provision of the primary service by the Processor. 

7.2 The Processor may replace its sub-contractors at any time provided that it ensures that all 
data protection-related duties under this Agreement are transferred to the new sub-contractor. 
The Processor will provide advance notice to the Controller of each new sub-contractor in text 
form at least. If the Controller is able to articular legitimate interests, the Controller may object 
to the use of the sub-contractor concerned in text form. The Processor will not use the sub-
contractor concerned in such cases. 

7.3 The Processor will only use sub-contractors as processors to the extent that it can be ensured 
that they satisfy the requirements of Art. 28 GDPR.    

 
 

8. Rights of data subjects 

 
8.1 The Processor will employ technical and organizational measures in order to support the 

Controller to a reasonable extent in fulfilling its obligation to respond to requests to exercise 
rights to which data subjects are entitled. 



8.2 In the event that a data subject contacts the Processor directly in order to exercise the rights 
to which they are entitled, the Processor is required to promptly forward such request to the 
Controller. 

8.3 The Processor will inform the Controller about stored data, the recipients of such data to 
whom the Processor has sent such data as part of the engagement and the purpose of data 
storage, provided that the Processor does not have this information or is not able to procure it 
on its own. 

8.4 To the extent that is reasonable and necessary, and subject to reimbursement for verifiable 
costs and expenses incurred as a result, the Processor will make it possible for the Controller 
to rectify, erase or restrict the further processing of data from the Controller, or will rectify, 
block or restrict the further processing of such data itself on the request of the Controller, if 
and to the extent this would be impossible for the Controller itself. 

8.5 In the event that a data subject has a right to data portability in relation to the Controller for 
data from the Controller pursuant to Art. 20 GDPR, to the extent that is reasonable and 
necessary, and subject to reimbursement for verifiable costs and expenses incurred as a 
result, the Processor will support the Controller in providing the data from the Controller in a 
commonly used and machine-readable format provided that the Controller is not otherwise 
able to procure such data. 
 

 
9. Notification and support obligations of the Processor 

 
9.1 The Processor will promptly inform the Controller of any events subject to a notice obligation 

within its sphere of control in the event that the Controller is subject to a legal reporting and 
notification duty in relation to a personal data breach (in particular pursuant to Art. 33, 34 
GDPR). At the request of the Controller, the Processor will provide reasonable and necessary 
support to the Controller in the satisfaction of its reporting and notification obligations subject 
to reimbursement for verifiable costs and expenses incurred as a result. 

9.2 At the request of the Controller, the Processor will provide reasonable and necessary support 
to the Controller in connection with any data protection impact assessments to be carried 
out by the Controller and any subsequent consultations with the supervisory authorities in 
accordance with Art. 35, 36 DSGVO subject to reimbursement for verifiable costs and 
expenses incurred as a result. 
 

 
10. Data erasure 

 
10.1 The Processor will erase the data following termination of this Agreement provided 

that the Processor is not subject to a legal obligation to retain such data for a longer period. 
10.2 The Processor may retain documentation that verifies the proper and contractually 

compliant processing of data from the Controller beyond the termination of this Agreement. 
 

 
11. Verification and audits 

 
11.1 On request, the Processor is required to provide the Controller all necessary 

information in the possession of the Processor in order to verify compliance with its obligations 
under this Agreement. 

11.2 The Controller is authorized to audit the Processor for compliance with the provisions 
of this Agreement, in particular the implementation of technical and organizational measures, 
including the right to perform inspections. 

11.3 The following applies in the event of an audit by the Controller or an auditor it has 
engaged: 

• Audits and controls are to be conducted at the expense of the Controller 
during normal business hours and without interference with business 
operations on the premises of the Processor and subject to strict observance 
of the confidentiality of trade and business secrets; 

• The Processor must be informed in advance of audits and controls subject to 
a reasonable lead time. 



The Processor is entitled, at its own discretion and under consideration of the legal obligations 
of the Controller, not to disclose information that is sensitive in relation to the Processor’s 
business or if the Processor would otherwise violate statutory or other contractual provisions 
as a result of disclosure. The Controller is not entitled to be provided access to data or 
information about other customers of the Processor, to cost-related information, to quality 
audit and contract management reports or any other confidential information of the Processor 
that is not directly relevant to the agreed purpose of the audit. 

11.4 The Controller is required to inform the Processor of all circumstances related to 
conducing the audit on a timely basis (generally at least two weeks in advance). The 
Controller may conduct one audit per calendar year. Any additional audits are subject to 
reimbursement for costs and expenses and following consultation with the Processor. 

11.5 If the Controller engages a third party to conduct an audit, the Controller is required to 
likewise obligate such third party in the same manner as the Controller is obligated in relation 
to the Processor under Section 11 of this Agreement. In addition, the Controller must oblige 
such third party to maintain secrecy and confidentiality unless such third party is already 
subject to professional confidentiality obligations. At the request of the Processor, the 
Controller is required to provide it the non-disclosure agreement entered into with the third 
party concerned. The Controller may not engage a competitor of the Processor to perform the 
audit. 

11.6 At the option of the Processor, verification of compliance with the duties under this 
Agreement may, in lieu of an inspection, be provided by submitting a suitable, current audit 
opinion or report from an independent body (e.g. auditor, internal audit, data protection officer, 
IT security department or quality auditors) or suitable certification from an IT security or data 
protection audit, e.g. based on BSI basic protection standards (“audit report”), provided that 
the audit report reasonably permits the Controller to satisfy itself of compliance with this 
Agreement. 
 

 
12. Contract term and termination 

The term and termination of this Agreement are governed by the provisions related to term 
and termination in the Primary Agreement. Termination of the Primary Agreement 
automatically terminates this Agreement. The separate termination of this Agreement is not 
permitted. 

 

13. Liability 

 
13.1 Should any person suffer material or non-materials damages in connection with the 

contract data processing provided for in this Agreement, the parties’ liability as between them 
for such damages is based on the share of fault and respective responsibility of the party 
concerned. If, as a result, a claim for damages is asserted wholly or entirely against one party, 
the party against whom the claim is asserted may demand to be indemnified or held harmless 
by the other party provided that this reflects their share of responsibility. 

13.2 In the event that third parties assert claims against the Processor the origin of which 
relates to the culpable breach of this Agreement by the Controller or the infringement of one of 
its duties as responsible data controller, the Controller must indemnify the Processor against 
such claims upon first demand. 

13.3 The Processor is entitled to disclose details regarding instructions from the Controller 
as well as data processing operations performed as a defense against its own liability in 
accordance with Art. 82(3) GDPR. The Controller will take all necessary steps in order to 
ensure that the Processor may be released from liability in relation to the third party in such 
cases. 

13.4 The Controller also agrees, at first demand, to indemnify the Processor against any 
fines imposed on the Processor to the extent to which the Controller bears responsibility for 
the breach for which such fine was imposed. 
 
 
 



 

 
14. Final provisions 

 
14.1 If any provision of this contract is or should become invalid or contain a loophole, the 

remaining provisions of the contract will remain unaffected. The parties agree to replace the 
invalid provision with a legally valid provision which most closely approximates the purpose of 
the invalid provision and, in doing so, complies with the requirements of section 28 GDPR. 

14.2 In the event of conflicts between this contract and other agreements between the 
parties, in particular the Primary Agreement, the provisions of this contract shall have priority. 

  
  

Signatures: 
  

_________________________________________________ 
Date and Place                      Controller Signature 

  
_________________________________________________ 
Date and Place                      Processor Signature 

  
  
  

Free Hand



 
Annex 1 Processor’s “technical organizational measures” 
 

Salesforce and Heroku: https://help.salesforce.com/articleView?id=Salesforce-ServicesTrust-and-
Compliance-Documentation&type=1&language=en_US  
 
1. Pseudonymization and encryption (Art. 32(1)(a) GDPR)  
• Pseudonymization (Art. 32(1)(a) GDPR; Art. 25(1) GDPR) As a contract processor, the Processor 
undertakes no additional pseudonymization measures beyond those described in the respective 
service description for the products/services or those undertaken by the Controller in association with 
the engagement.  
• Encryption  
• Secure password management using an encrypted password manager, encryption of data storage 
media and computers, access only via SSL encrypted connections  
 
2. Confidentiality (Art. 32(1)(b) GDPR)  
• Physical access control: No unauthorized access to offices: Keys, electric door openers, defined 
process for key management  
• System access control: No unauthorized system use, (secure) passwords, automatic locking 
mechanisms, two-factor authentication, encryption of data storage media and computers, secure 
password management using an encrypted password manager  
• Access control: No unauthorized reading, copying, modifying or deletion within the system, 
authorization concept and requirements-based access rights, access logging  
• Segregation control: Segregated processing of data collected for different purposes: Multi-client 
capability, sandboxing  
 
3. Integrity (Article 32(1)(b) GDPR)  
Transfer control: No unauthorized reading, copying, modifying or deletion upon electronic transfer or 
transport, access exclusively via SSL encrypted connections  
• Input control: Confirmation of whether and by whom personal data has been entered, modified or 
deleted within data processing systems. Logging and document management  
 
4. Availability and resilience (Art. 32(1)(b) GDPR)  
• Availability control: All data is processed exclusively in high-availability cloud services, so that the 
Processor is not dependent on hardware and locations.  
• Regular examination of client system security by means of internal audits performed by software and 
supervisor.  
 
5. Restorability (Art. 32(1)(c) GDPR)  
• Real time replication of data in the cloud.  
• Docker technology for the fastest possible restorability of servers  
 
6. Process for regular testing, assessment and evaluation (Art. 32(1)(d) GDPR; Art. 25(1) 
GDPR)  
• Data protection management  
• Incident response management  
• Data protection by design and by default (Art. 25(2) GDPR)  
Engagement control: No contract data processing within the meaning of Art. 28 GDPR without 
corresponding instruction from the Controller, e.g. clear contract structure, formalized engagement 
management, strict selection of the service provider, advance verification duty, follow-up checks. 
 

 

  



Annex 2 List of sub-contractors 

   
Google Analytics    California, USA     Tracks web and mobile traffic 

Hotjar Ltd.    Malta, Europe  Web analysis service 

salesforce.com, inc.     United States   Heroku – Application hosting 

AMAZON WEB SERVICES, INC.     Washington, USA     Cloud hosting 

ImgIX     California, USA     Loads images and presents images to use in browser 

Stripe     California, USA     Payment processing 

Algolia   California , USA  Data full-text search 

Intercom     California, USA     Customer support 

Mailchimp     Georgia, USA     Transactional email service 

Mailgun     California, USA     Content delivery 

DNSimple     United States  Internet domain management      

Debitoor     Germany  We store personal and payment-related data in Debitoor in order to fulfill our 
statutory accounting obligations. 

 

 


